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Adaptive Communication Protocol for Wireless Networks 

Statement of Government License Rights 

The United States Government has a paid-up license in portions of this invention and 
5 the right in limited circumstances to require the patent owner to license others on reasonable 
terms as provided for by the terms of Contract No.: DAAH01-98-C-R005, awarded by the 
U.S. Army Aviation & Missile Command. 



Field of the Invention 

10 The present invention relates to communications protocols for use in computer 

networks and, more particularly, such protocols for use at the medium access control and/or 
link levels in ad-hoc wireless networks. 



Background 

Multihop packet radio networks (i.e., ad-hoc networks) extend packet switching 
technology into environments with mobile users. Such networks can be installed quickly in 
emergency situations, and are self-configurable. The medium access control (MAC) protocol 
that allows packet radios (or stations) to share a common broadcast channel is an essential 
component of a packet radio network. 

There are two main classes of MAC protocols: contention-based protocols and 
contention-free protocols. Carrier sense multiple access (CSMA) protocols (see, e.g., L. 
Kleinrock & F.A. Tobagi, "Packet Switching in Radio Channels: Part I - Carrier Sense 
multiple Access Modes and their throughput-Delay Characteristics," IEEE Trans. Comm., 
Vol. COM-23, No. 12, pp. 1400-1416 (1975)) are one the most popular examples of 
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contention-based MAC protocols and have been used in a number of packet radio networks 
in the past, such as described in B.M. Leiner et al., eds. Proceedings of the IEEE, Vol. 75 
(January 1987). These protocols attempt to prevent a station from transmitting 
simultaneously with other stations within its transmitting range by requiring each station to 
5 listen to the channel before transmitting. 

The hardware characteristics of packet radios are such that a packet-radio cannot 
transmit and listen to the same channel simultaneously; therefore, collision detection (e.g., 
CSMA/CD, as described by R.M. Metcalfe & D.R. Boggs, "ETHERNET: Distributed Packet 
Switching for Local Computer Networks," Communications of the ACM, Vol. 19, No. 7, pp. 

10 395-403 (1976)) cannot be used in a single-channel packet radio network. Further, although 
the throughput of CSMA protocols is very good, as long as the multiple transmitters within 
range of the same receivers can sense one another's transmissions, "hidden terminal" 
problems degrade the performance of CSMA substantially. This is because carrier sensing 
cannot prevent collisions in that case. See, e.g., F.A. Tobagi & L. Kleinrock, "Packet 

15 Switching in Radio Channels: Part II- the Hidden Terminal Problem in Carrier Sense 

Multiple Access Modes and the Busy-Tone Solution," IEEE Trans. Comm., Vol. 23, No. 12, 
pp. 1417-1433 (1975). 

The busy tone multiple access (BTMA) protocol advanced by Tobagi and Kleinrock 
was the first proposal to combat the hidden-terminal problems of CSMA. BTMA is designed 

20 for station-based networks and divides the channel into a message channel and the busy-tone 
channel. The base station transmits a busy-tone signal on the busy-tone channel as long as it 
senses carrier on the data channel. Because the base station is in line of sight of all terminals, 
each terminal can sense the busy-tone channel to determine the state of the data channel. The 
limitations of BTMA are the use of a separate channel to convey the state of the data channel, 
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the need for the receiver to transmit the busy tone while detecting carrier in the data channel 
and the difficulty of detecting the busy-tone signal in a narrow-band channel. 

A receiver initiated busy-tone multiple access protocol for packet-radio networks has 
also been proposed. C Wu & V.O.K. Li, "Receiver-Initiated Busy-Tone Multiple Access in 
5 Packet Radio Networks," ACM SIGCOMM 87 Workshop: Frontiers in Computer 

Communications Technology, Aug. 11-13, 1987. In this scheme, the sender transmits a 
request-to-send (RTS) to the receiver, before sending a data packet. When the receiver 
obtains a correct RTS, it transmits a busy tone in a separate channel to alert other sources 
Jf nearby that they should backoff. The correct source is always notified that it can proceed 

10 with transmission of the data packet. One limitation of this scheme is that it still requires a 
fi separate busy-tone channel and full-duplex operation at the receiver, thereby making it 

] impractical for packet radio networks. 

0ne of the first protocols for wireless networks based on a handshake between sender 
fij and receiver was SRMA (split-channel reservation multiple access). F.A. Tobagi & L. 

O 15 Kleinrock, "Packet Switching in Radio Channels: Part III - Polling and (Dynamic) Split- 
,Q Channel Reservation Multiple Access," IEEE Trans. Comm., Vol. COM-24, No. 8, pp. 832- 

845 (1976). According to SRMA, the sender of a packet uses ALOHA or CSMA to decide 
when to send a request-to-send (CTS) if it receives the RTS correctly. The CTS tells the 
sender when to transmit its data packet. Although SRMA was proposed with one or two 
20 control channels for the RTS/CTS exchange, the same scheme applies for a single channel. 

Since the time SRMA was first proposed, several other MAC protocols have been 
proposed for either single-channel wireless networks or wireline local area networks that are 
based on similar RTS-CTS exchanges, or based on RTSs followed by pauses. See, e.g., V. 
Bharghavan et al, "MACAW: A Medium Access Protocol for Wireless LANs," Proc. ACM 
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SIGCOMM '94, pp. 212-25, Aug. 31-Sep. 2, 1994; V. Bharghavan, "Access, Addressing and 
Security in Wireless Packet Networks, PhD Thesis, University of California, Berkeley, 
Computer science Dept. (1995); A. Colvin, "CSMA with Collision Aviodance," Computer 
Comm., Vol. 6, No. 5, pp. 227-235 (1983); W.F. Lo & H.T. Mouftah, "Carrier Sense 
5 Multiple Access with Collision Detection for Radio Channels," IEEE 13 th Int'l Comm. And 
Energy Conf., pp. 244-247 (1984); R. Rom, "Collision Detection in Radio Channels" pp. 
235-49 (1986); and G.S. Sidhu et al., "Inside Apple Talk," 2d ed. (1990). In addition, Karn 
proposed a protocol called MACA (multiple access collision avoidance) to address the 
problems of bidden terminals in single-channel SRMA using ALOHA for the transmission of 

10 RTSs. P. Karn, "MACA - A New Channel Access Method for Packet Radio," ARRL/CRRL 
Amateur Radio 9 th Computer Networking Conference, pp. 134-140 (1990). This protocol 
attempts to detect collisions at the receiver by means of the RTS-CTS exchange without 
carrier sensing. A committee of the Institute of Electrical and Electronic Engineers (IEEE) 
overseeing the 802.1 1 specification for computer networking has proposed a MAC protocol 

15 for wireless LANs that includes a transmission mode based on an RTS-CTS handshake 
(DFWMAC). K.C. Chen, "Medium Access Control of Wireless LANs for Mobile 
Computing," IEEE Network, Vol. 8, No. 5, pp. 50-63 (1994); P802.1 1 - Unapproved Draft: 
Wireless LAN Medium Access Control (MAC) and Physical Specifications, IEEE (January 
1996). 

20 Fullmer and Garcia-Luna-Aceves introduced a new variation on MAC protocols 

based on RTS-CTS exchanges that is particularly attractive for ad-hoc networks. C.L. 
Fullmer & J.J. Garcia-Luna-Aceves, "Solutions to Hidden Terminal Problems in Wireless 
Networks," Proc. ACM SIGCOMM '97, September 14-18 (1997). This protocol is FAMA- 
NCS (floor acquisition multiple access with non-persistent carrier sensing). The objective of 
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FAMA-NCS is for a station that has data to send to acquire control of the channel in the 
vicinity of the receiver (which is termed "the floor") before sending any data packet, and to 
ensure that no data packet collides with any other packet at the receiver. 

The main problem with contention-based MAC protocols such as those discussed 
5 above is that they do not provide delay access guarantees. This shortcoming renders 

contention-based protocols inefficient for such applications as void transfer over wireless 
networks. Collision-free protocols can provide channel access delay guarantees; however, 
very few protocols have been designed to operate in multihop wireless networks, 
y Another protocol family used in networks is the time division multiple access 

":CSS? 

^ 10 (TDMA) protocol family. Here, time is divided into frames consisting of time slots. Time 
w slots are allocated to specific nodes or a centralized station is used to allocate the time slots. 

W The limitations of TDMA stem from the fixed assignment of time slots to nodes, which is 

1. slow t0 adapt t0 network changes and makes inefficient use of the channel if nodes are bursty 

fy sources of traffic (such as is the case in ad-hoc environments), and the use of centralized 

g 15 assignments. A number of protocols have been proposed in the recent past to provide 
|j dynamic time-slot allocation without requiring central base stations. These protocols can be 

classified as topology-independent and topology-dependent time scheduling protocols. 

Shepard, Chlamtac, and Ju and Li have proposed topology-independent time- 
scheduling protocols. T. Shepard, "A Channel Access Scheme for Large Dense Packet Radio 
20 Networks," SIGCOMM '96 Conference Proc. (1996); I. Chlamatac et al., "Time-Spread 
Multiple- Access (TSMA) Protocols for Multihop Mobile Radio Networks," IEEE/ACM 
Transactions on Networking, Vol. 5, No. 6 (December 1997); Ji-Her Ju & Victor O.K. Li, 
"An Optical Topology-Transparent Scheduling Method in Multihop Packet radio Networks," 
IEEE/ACM Transactions on Networking Vol. 6, No. 3 (June 1998). In these protocols, nodes 
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are pre-assigned (by means of their nodal IDs, for example) or adopt a transmission schedule 
that they publish, and such a schedule specifies the times when a node transmits and receives. 
The protocols guarantee or provide a high likelihood that at least one transmission time in a 
node's schedule does not conflict with any node one or two hops away. 
5 In the Chlamtac and Ju approaches, nodes are unable to determine which 

transmissions will succeed, complicating the job of higher layer (e.g., link-layer) protocols. 
These approaches also require values for the total number of nodes in the network and 
maximum number of neighbors for each node, as input parameters to the algorithm, thus 
making them design for the worst case conditions (and thus, resulting in inefficiencies if the 

10 network is not as dense as expected), or being sensitive to actual network conditions (if the 
network is larger or more dense than expected). 

Shepard's approach avoids collisions by assuming nodes are synchronized with their 
neighbors, have knowledge of their neighbors' schedules, and are able to receive from 
multiple transmitting neighbors simultaneously. This final assumption requires fairly 

1 5 sophisticated radio hardware. 

Recently, Zhu and Corson (C. Zhu & M.S. Corson, "A Five-Phase Reservation 
Protocol (FPRP) for Mobile Ad Hoc Networks," Proc. IEEE INFOCOM '98) and Tang and 
Garcia-Luna-Aceves (Z. Tang & JJ. Garcia-Luna-Aceves, "Hop-Reservation Multiple 
Access (HRMA) for Multichannel Packet Radio Networks," Proc. IEEE IC3N '98: Seventh 

20 Int'l. Conf. On Computer Communications and Networks, October 12-15, 1998; JJ. Garcia- 
Luna-Aceves, "SPARROW/WINGS Technologies " DARPA/SPAWAR Meeting, 
SPAWAR, San Diego, November 18, 1998) have developed topology-dependent scheduling 
protocols, such that a node acquires a transmission schedule that allows the node to transmit 
without interfering with nodes one and two hops away from itself, and such that channel 



003867.P001 



-7- 



Application 



reuse is increased as the number of neighbors per node decreases. These protocols require 
nodes to contend in order to reserve collision-free time slots. 

Other TDMA approaches that require an initial, topology-independent schedule, 
followed by communication among the network nodes to negotiate a final schedule include 
5 the following. Chlamtac proposed an algorithm based on a repeating link schedule that can 
adapt to traffic demands after some number of iterations of the algorithm. The algorithm 
starts with a "single-slot-per-link" schedule, such as provided by assigning each node a 
transmission slot according to its node ID. At each iteration, schedule information and a 
scheduling "token" are routed up and down a routing tree (established by means of pre- 
10 existing algorithms), to assign additional slots to nodes or links according to their degree of 
unmet traffic demands. I. Chlamtac, "Fair Algorithms for Maximal Link Activation in 
Multihop radio Networks," IEEE Transactions on Communications, Vol. COM-35, No. 7 
(1987). 

Ephremides and Truong proposed a similar algorithm in which each node is initially 
15 assigned a slot corresponding to its node ID, and then each node uses their assignment to pass 
"skeleton" schedules to their neighbors. During the next two frames (two iterations of 
communicating schedules), and in accordance with fixed node priorities, nodes are able to 
grab available slots until all available slots are taken (i.e., no more slots can be assigned 
without causing collisions. Because of the need for schedules that are relatively fixed, 
20 requiring a few iterations to converge, and of scheduling-frame size equal to the maximum 
size of the network, these approaches have limited scalability and robustness to mobility or 
other dynamics. A. Ephremides & T. Truong, "Scheduling Broadcasts in Multihop Radio 
Networks " IEEE Transactions on Communications, Vol. COM-38, No. 4 (1990). 
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The approach proposed by Young also requires initial assignment of one slot per 
node, and then negotiation of scheduling packets for assignment of the other slots. However, 
the initially assigned slot is limited to the first slot in each "frame." Thus, each node's 
assigned slot occurs every N frames, where N is the maximum network size. Because of this, 
the approach is not scalable. Also, because a node needs to wait up to N frames before a 
neighbor confirms a proposed schedule addition, the approach is relatively slow adapting to 
dynamic traffic conditions. C. David Young, "USAP: a unifying dynamic distributed 
multichannel TDMA slot assignment protocol", MILCOM '96 Conf. Proa, vol. 1, pp. 235- 
239 (Oct. 1996). 
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Summary of the Invention 

In one embodiment, a node of a computer network is activated such that the node first 
attempts to establish contact with other nodes that may exist within the computer network 
and, if unsuccessful in doing so, then establishes itself as a single node network. The node 
5 may first attempt to establish contact with the other nodes by cycling through a set of one or 
more common channels (e.g., wireless communication channels) for communication within 
the computer network. At each channel, the node may attempt to establish contact by 
transmitting a request packet thereon. Then, after transmitting a request packet on one of the 
*rf common channels, the node listens for a response packet before proceeding to a next one of 

^ 10 the common channels. Upon receiving a response packet from one of the other nodes, the 

f s j node enters a synchronization mode and joins the computer network. 

Hi 

Preferably, the response packet includes a parameter specifying time within the 
* computer network, and may further include a code identifying the network. In such cases, 

y the code identifying the network should be first included in the request packet. 

5 15 In the event the node is established as a single node network, the node listens for 

|1 attempts by further nodes to join a network. Upon detecting one or more attempts by the 

further nodes to join a network, the node transmits a response thereto. This response includes 
an indication of time within the single node network and may also include a network code. 
In another embodiment, a first node of a computer network receives an indication of 
20 time within the computer network according to a second node of the computer network; and 
determines whether to adjust the time at the first node according to whether the indication of 
time received from the second node is younger or older than the time at the first node. 
Preferably, the time at the first node is only adjusted if the indication of time received from 
the second node is older than the time at the first node. In some cases, the indication of time 
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received from the second node may be augmented for delays within the computer network 
before determining whether to adjust time at the first node. If the indication of time received 
from the second node differs from the time at the first node by less than a predetermined 
threshold amount, the first node determines whether the first node or the second node has an 
older time over the other and adjusts the time at the first node only if the time at the second 
node is older. 

In yet another embodiment, a transmission time for a packet (e.g., a control packet) 
from a first node of a computer network is computed according to the identification of the 
node and the age of the network. The age of the network may be an indication of the network 
age up to the start of a current frame within which the control packet is to be transmitted. 
The computing is performed using a function that provides a varying (e.g., pseudorandom) 
distribution of results for varying inputs of the identification of the first node and the age of 
the network, the results varying from a minimum to a maximum representing a number of 
transmission slots per frame within which the packet may be transmitted. Such a function 
may be an encryption function or a hash function, for example. In other cases, the computing 
may be performed using a table of entries of pseudorandom values representing transmission 
slots within the frame within which the packet may be transmitted. 

In addition to the above, the first node may also compute transmission times for other 
nodes of the computer network. Preferably, this is performed using unique identifiers for 
each of the other nodes and the network age. The computation is accomplished using a 
function that is also used for computing the transmission time for the first node and, in some 
cases, the other nodes are all within a two-hop neighborhood of the first node in the computer 
network. 
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The first node also resolves contentions for transmission times between itself and any 
of the other nodes according to a priority determination. This priority determination may be 
made using a function that provides a unique output for varying identification inputs, for 
example an encryption algorithm, or a table look-up. The priority determination may also 
take into account a priority bias associated with each of the nodes. In any event, the first 
node transmits at the transmission time if it is determined to have priority over the other 
nodes and, in some cases, if it further has priority exceeding a priority threshold. 

The control packet that is transmitted may advertise a schedule for a data 
transmission. Such a schedule may include an identification of one or more nodes to receive 
the data transmission and/or a data transmission time and/or channel. The schedule may also 
include a persistence indicator (e.g., to indicate the number of frames beyond a current frame 
for which the data transmission will continue). 

Within the control packets, local identifiers may identify sending and/or receiving 
nodes. Such local identifiers may be smaller than the network identifiers ordinarily 
associated with the nodes. A mapping of the local identifiers to the network identifiers may 
be periodically transmitted within the network. In other cases, the control packets may also 
include acknowledgement information to schedules and/or packets transmitted by one or 
more other nodes of the network. 

The priority determination described above may, in some cases, be made using a table 
of pseudorandom values. In such cases, the table may be indexed by a value derived from a 
media access control (MAC) layer address of the first node to retrieve an entry corresponding 
to a first priority determination. This first priority determination may be checked by logically 
combining the MAC layer address of the first node with the entry corresponding to the first 
priority determination to resolve conflicts. 
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In still other embodiments, a topology-independent scheduling procedure may be 
used to determine candidate packet transmission times within a computer network for the 
transmission of packets therein and a topology-dependent scheduling procedure may be used 
to avoid collisions in contended time periods. The topology-independent scheduling 
procedure may utilize an age of the network together with unique identifiers for each node of 
the network to determine the candidate transmission times for each of the nodes. In one 
embodiment, the candidate transmission times for each of the nodes is computed using a 
function that provides a varying (e.g., pseudorandom) distribution of outputs for a varying 
sampling of inputs. This function may be a hash function, an encryption function or a table 
look-up operation. 

Conflicts for the candidate transmission times for each of the nodes may be resolved 
according to a priority associated with each of the nodes. Such priorities may be determined 
according to a function that provides a unique output for each set of inputs, for example, an 
encryption function, a hash function or a table look-up operation. The inputs may be unique 
identifiers associated with each node, scheduling frame numbers for the network, and/or 
priority biases for each node. 
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Brief Description of the Drawings 

The present invention is illustrated by way of example, and not limitation, in the 
figures of the accompanying drawings in which like reference numerals refer to similar 
elements and in which: 

Figure 1 illustrates an ad-hoc network that includes a number of sub-networks and an 
interconnection to the Internet through a router maintained by an Internet service Provider 
(ISP); 

Figure 2 illustrates a slot-frame-epoch methodology allowing for a computation of 
network time and age in accordance with an embodiment of the present invention; 

Figure 3 illustrates a process by which a node synchronizes to a network in 
accordance with an embodiment of the present invention; 

Figure 4 illustrates a process by which a node may alter its local time to achieve 
synchronization with a network in accordance with an embodiment of the present invention; 

Figure 5 illustrates a process by which a node determines a candidate slot for 
transmissions within a network in accordance with an embodiment of the present invention; 

Figure 6 illustrates a process by which a node may resolve conflicts over a candidate 
transmission slot chosen according to the procedure illustrated in Figure 5; and 

Figure 7 illustrates one example of a control packet that may be transmitted within the 
network shown in Figure L 
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Detailed Description 

Presented below is a communication protocol that provides link-level and media 
access control (MAC) level functions for wireless (e.g., ad-hoc) networks. In ad-hoc 
networks, hosts and networks (e.g., local area networks or LANs) may be attached to packet 
radios (which will be referred to as Internet Radios (IRs) or nodes), which provide inter-node 
communication within the ad-hoc network. In contrast to conventional, wired networks, 
mobility of hosts and routers, and varying link and/or node conditions are often the rule, 
rather than the exception, in ad-hoc networks. Figure 1 illustrates aspects of an exemplary 
ad-hoc network that will assist in understanding the remaining discussion. 

Ad-hoc network 10 may be considered as a number of sub-networks 12a, 12b, 12c, 
which provide an extension of the Internet 14 through a number of IRs 1 6a- 1 6i. Each IR 
16a-16i may be a packet radio with an assigned IP address. In general, the IRs 16a-16i 
operate over a single channel using spread spectrum wireless communication techniques 
common in the art. For example, the IRs 16a- 16i may operate in one of the unregulated UHF 
frequency bands, thereby obviating the need for operating licenses. As the figure illustrates, 
an IR is essentially a wireless IP router; with the exceptions that: a unique routing protocol 
that interacts through shared tables with the link-layer protocols in order to reduce control 
traffic and increase network efficiency may be used in place of conventional routing, 
neighbor management, link, and channel access protocols designed for the broadcast radio 
links 24a-24j of ad-hoc network 10 may be used in place of more conventional channel 
access protocols. 

Coupling of ad-hoc network 10 to the Internet 14 may be achieved through a router 
18, which may be operated by an Internet Service Provider (ISP). As shown, a single ISP 
may operate a LAN 20 to which multiple IRs are connected. In such a scheme, IRs 16a and 
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16b may act as "AirHeads", providing gateway service to Internet 14 via router 18. Some 
IRs, e.g., IRs 16d and 16e of Figure 1, may be associated with hosts, 22a, 22b and 22c, that 
can be accessed by any Internet user through ad-hoc network 10. 

5 Overview 

Coordinating communications among IRs 16a-16i is an integrated protocol that 
performs all of the functions at the link and MAC layers of an Internet Radio Operating 
System (IROS). This protocol introduces a number of components, allowing for network 
synchronization to be tightly integrated with MAC scheduling; non-negotiated, collision-free 

10 transmission scheduling; adaptive scheduling of collision-free data transfers; and efficient 
discovery and acceptance of new and mobile nodes. Thus, packets for transmission within 
ad-hoc network 10 can be scheduled in a predictable, collision-free manner, thereby avoiding 
potential collisions with "hidden-terminals," after the network has stabilized. 

More particularly, and as will become apparent from the discussion below, the 

15 scheduling procedure used by the integrated protocol will allow the scheduling of any packet 
transmission. Such scheduled packets are referred to below as "control packets" due to the 
natural use of the scheduling algorithm for collision-free, non-negotiated scheduling of 
MAC-layer control packets, which can then be used to dynamically schedule the transmission 
of data packets. Thus, the integrated protocol provides for the use of a common-channel for 

20 scheduling MAC-layer control packets and data channels for data packets. Multi-channel 
scheduling of data transmissions is also supported to permit multiple simultaneous 
transmissions within the same neighborhood 

In the basic scheme, each node only needs to know the addresses of the nodes in its 
local (e.g., two-hop) neighborhood, as well as the "age" of the network (a figure typically 
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known in a synchronized network), to determine when packet transmissions will occur. 
Then, because packet transmissions can be predicted by a node's neighbors, the integrated 
protocol allows "sleeping" nodes to know when to wake up to transmit control packets, or 
when to listen to other neighbors' control packets. This scheduling process requires no real- 
time negotiation and it is fair in that each node with an equal number of two-hop-neighbors 
will have an equal probability of transmitting in any given time period (termed a frame, 
below). In addition, by communicating an optional "priority bias" specific to each node, the 
frequency of control packet transmissions can be gradually tuned according to a node's 
power-capabilities, or its traffic-handling priority in the network. 

Network Synchronization 

The integrated protocol operates in a synchronized network where, as shown in 
Figure 2, the nodes in the network agree on how time is divided into "slots" and then how 
slots are grouped into "frames". Although not required, frames may be further grouped into 
"epochs". Slots of a frame are numbered from 0 to M-l, while frames are numbered from 0 
to N-l frames per epoch. The integrated protocol schedules the start of transmissions (either 
individual packets or bursts of consecutive packets) to coincide with the start of a slot. Thus, 
the slot timing of each node and those in its 2-hop neighborhood should be synchronized 
within a Slot_Guard_Time parameter. However, a node may be synchronized more loosely 
with nodes further than two hops away. 

A node's 2-hop neighborhood includes all of the node's direct neighbors (i.e., single 
or 1-hop neighbors) and 2-hop neighbors. Direct (1-hop) neighbors are nodes that are able to 
communicate directly with the subject node and are typically learned by a neighbor discovery 
and management protocol, possibly in combination with MAC-layer control packets. Two- 
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hop neighbors are nodes that are not direct neighbors, but are direct neighbors of one or more 
of the subject node's direct neighbors. 2-hop neighbors may be learned through routing 
protocol updates, but may also be learned more quickly as part of the control packets sent by 
the MAC-layer (as can be supported by the present communications protocol, for instance). 
In Figure 1 nodes 16c and 16e are two hops apart from one another (even when the separate 
possible paths are considered), while nodes 16a and 16e are further (i.e., three hops) apart. 

To accommodate the above-noted scheduling, the synchronization scheme makes use 
of two parameters: Network Age and Network Time. The "Network Age" is the age of the 
synchronized network up to the start of the current frame (i.e., since the first node declared 
the birth of the synchronized network). In some cases this may be simply the optional epoch 
number (counted since the birth of this synchronized network), concatenated with the frame 
number within this epoch. The protocol uses the Network Age in its non-negotiated 
scheduling algorithm, both to schedule candidate slots for packet transmissions and to 
determine node priorities to fairly resolve contended slots in each frame. Depending on the 
implementation, a cycle-length of the Network Age (i.e., only some least-significant portion 
of the Network Age) may be communicated in common packet headers (see below), with the 
full Network Age used in key network synchronization and Network Merging packets. 

The "Network Time" is defined as the Network Age concatenated with the slot 
number and precise time within the current slot (which will often be 0 for the time stamps 
tagged to packets, since transmissions are often started at the start of slots). 

The synchronization scheme operates in a distributed fashion that does not rely on 
"master" nodes nor globally accessible timing sources. Instead, each node (e.g., 16a-16i) has 
access to a local timer to track "Network Time" and has the ability to "stamp" the local time 
of transmitted and received packets, with a predictable delay between when the packet was 
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transmitted/received and when the packet was locally stamped. The resolution of the timer, 
and the variance in the processing delays for stamping packets, should be less than a fraction 
of the Slot_Guard_Time. Because the node timers are expected to drift at different rates, the 
synchronization scheme includes a component to maintain synchronization in an operating 
5 network and also accounts for starting and joining a network and merging two synchronized 
networks. These components are described below. 

Starting and Joining a Network 

When a node first powers up (e.g., after a reboot or reset), it enters an "Acquisition 

10 Mode" wherein it tries to join an existing network. Failing that, it declares itself a network of 
a single node, enters a "Sync Mode," and starts its slotting and Network Age counters (frame 
number and epoch number). Nodes only remain in Sync Mode as a single-node network for 
a limited time (with a random component) before cycling back to Acquisition Mode to again 
attempt to find an existing network. 

15 In Acquisition Mode, a node rapidly cycles through a set of common channels that the 

network operates on (with channel waveforms optionally determined by a "Network Code" 
that may be programmed into the node by a network administrator). On each channel, the 
node: listens for a short time; transmits a short "NetSync Request" packet, which optionally 
includes a field for the Network Code, listens for a short time for a "NetSync Response" 

20 packet; and transitions to the next channel. 

This process is illustrated in Figure 3, where a Node A has recently powered up. 
Initially, Node A listens to channel 1 before transmitting a NetSync Request coded to that 
channel. Because Node B is operating on channel 2, no response is provided and so Node A 
moves on to channel 2 and transmits a new request. 
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If at any point a node in Sync Mode receives a NetSync Request packet (with the 
appropriate Network Code field, if used), it will send a NetSync Response packet (after 
waiting a random amount of time, some fraction of the time the node in Acquisition Mode 
listens to the channel before transitioning to the next channel). This is shown in Figure 3 
where Node B receives the properly coded request from Node A and transmits a response. 

NetSync Response packets contain the precise Network Time, as determined by the 
transmitting node (Node B in Figure 3) for the time the packet transmission started, and 
optionally, the Network Code (e.g., which can be used to avoid synching to a co-located 
network). As discussed below, this Network Time and Network Code pair may also be 
prepended, as a "NetSync Info" packet header, to other MAC- or higher-layer packets to 
assist in maintaining network synchronization. 

Upon receiving a packet with the Network Time and the correct Network Code (either 
a NetSync Response packet, or other packet with NetSync Info header), a node in the 
Acquisition state (e.g., Node A in Figure 3) immediately enters the Sync Mode, and 
initializes its Network Timer to the Network Time in the NetSync Response packet, adjusted 
for packet transmission, propagation and processing delays. 

Maintaining Synchronization in a Network 

Nodes in Sync Mode participate in a scheme to maintain synchronization in the 
network. Such maintenance is needed to compensate for different "drift" rates for each 
node's timer(s). 

To allow for synchronization, each node prepends certain packets with a NetSync Info 
header. For example, these headers may be prepended to the first packet in each continuous 
transmission burst, or in a single-packet transmission, which may start transmitting at the slot 
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boundary. Whenever a node receives a packet with a NetSync Info header (which optionally 
contains a Network Code matching its own), it first adjusts the packet's Network Time for 
packet transmission, propagation, and processing delays, and then compares the resultant 
Adjusted Network Time in the packet with its own Network Time. 

If the packet's Adjusted Network Time is different from its own Network Time by an 
amount greater than some fraction (e.g., 1/4*) of a slot duration, then a merging process (see 
below) is used to adjust the node's Network Time. Otherwise, if the packet's Adjusted 
Network Time is less (younger) than its own Network Time, the NetSync Info header is 
ignored. Alternatively, if the packet's Adjusted Network Time is greater (older) than its own 
Network Time, the node adjusts its local Network Time according to a function of the local 
Network Time and the packet's Adjusted Network Time, for example as follows: 

LocalNetworkTime = a(LocalNetworkTime) + (1 - a)(AdjustedPacketNetworkTime) , 
where a is a smoothing constant (possibly set to 0). Of course, other Network Time 
functions may also be used. 

Therefore, while maintaining network synchronization, each node's local Network 
Time is only adjusted in the forward direction, and the network will roughly track the time of 
the node in the network that happens to have the fastest clock. Of course, if that node leaves 
the network for some reason, then no disruption will occur. The Network Time will 
gracefully switch to tracking the time of the node with the next fastest clock. 

Merging Two Synchronized Networks 

If a node receives a packet with the correct Network Code (i.e., one that matches its 
own), but with an Adjusted Network Time significantly different from its own Network Time 
(as mentioned above), the node considers entering a "Transition Mode." However, before 
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entering the Transition Mode, the node determines whether either network (here the node 
may consider itself as a node of a single network vs. the remaining nodes of the network, or a 
situation may arise where an edge node is making contact with a new network) has priority. 
If neither network is in a "locked" state, then the network with the older Network Time has 
5 priority. If one of the networks is locked, then it has priority. If both networks are locked, 
then the packet is ignored (and the Transition Mode is not entered). In some cases, if one of 
the networks has priority, then the node enters the Transition Mode (even if the node is in the 
older network). Li other embodiments, if the node finds itself in the younger network, it 

P always enters the transition Mode, but if it is in the older network it may or may not enter the 

iU 10 Transition Mode. 

CD A network may optionally enter the locked ("NetSync Locked") state under 

W administrative control, to prevent a large network from being required to transition to a small, 

00 

* yet older network it comes in contact with. In the locked state, each NetSync Response 

o 

ft] packet and NetSync Info header may include a flag indicating the locked state, plus a 

p 15 sequence number (e.g., 2-3 bits long) used to determine the most recent lock/unlock 
command issued by the network administrator. All members of the network should 
automatically adopt this locked state upon receiving a packet with this flag set. 

Also, any node receiving a "NetSync Transition Packet" (see below) with a Network 
Code and Network Time matching its own (within the bounds of the synchronization 
20 maintenance scheme discussed above) that is not already in Transition Mode should 
immediately enter the Transition Mode. 

As shown in Figure 4, in the process 30 of entering the Transition Mode, the node 
first temporarily declares its network interface "down" or unavailable for higher-layer 
protocols (step 32). Then, at step 34, the node computes the difference between the older and 
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younger Network Times (Network-Time-Difference). If necessary, the node adjusts the local 
time to match the Network Time of the younger network (step 36). 

While in the Transition Mode, the node executes a sub-process 40 some number of 
iterations (e.g., defined by counter k in process 30) as controlled by a protocol input 
5 parameter (represented by k max in the figure) , being careful to avoid being "outside" of the 
older network long enough to drift away from its timing. During sub-process 40, the node 
transmits a "NetSync Transition Packet," which includes the Network-Time-Difference and 
the current Network Time of the younger network (step 42), and then waits (step 44) a 
random amount of time (with range controlled by a protocol input parameter). 
10 Once the node completes this sub-process 40 the specified number of times, the node 

exits the Transition Mode. In doing so, the node adjusts the local Network Time to match 
that of the older network by adding Network-Time-Difference to the current Network Time 
(step 46), declares the network interface to be back "up" for higher-layer protocols (step 48) 
and then returns to Sync Mode (step 50). 

15 

Non-Negotiated, Collision-Free Scheduling 

The scheduling process used by the present integrated communications protocol 
combines topology-independent scheduling for determining candidate packet transmission 
slots with a topology-dependent scheme to avoid collisions in contended slots. Collision- 
20 avoidance for contended slots is achieved without requiring any real-time communication 
between nodes. Nodes need only know their own 2-hop neighborhood and have some 
agreement on the Network Age. This is unlike prior schemes, which require a fixed repeating 
schedule, see, e.g., I. Chlamtac et al., "Time-Spread Multiple-Access (TSMA) Protocols for 
Multihop Mobile Radio Networks," IEEE/ACM Transactions on Networking, Vol. 5, No. 6 
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(December 1997); Ji-Her Ju & Victor O. K. Li, "An Optimal Topology-Transparent 
Scheduling Method in Multihop Packet Radio Networks," IEEE/ACM Transactions of 
Networking, Vol. 6, No. 3 (June 1998), or require radios that can receive multiple 
transmissions at once, see, e.g., T. Shepard, "A Channel Access Scheme for Large Dense 
Packet Radio Networks," SIGCOMM '96 Conference Proc, ACM (1996). 

In ad-hoc networks, such as network 10 of Figure 1, it is generally important that 
collision-free scheduling be assured not only between a node and its direct neighbors, but 
also between the node and its 2-hop neighbors, to avoid "hidden terminal" receive-collisions 
at direct neighbors. For example, consider a situation where a given node (the "subject 
node") has two direct neighbors, neither of which is a direct neighbor of the other, and which 
both attempt to transmit packets to the subject node at approximately the same time on the 
same channel. The resulting collision (a receive collision at the subject node) may only be 
detected by the subject node and not by the transmitting nodes, which have no direct 
knowledge of one another. To avoid such collisions by "hidden terminals" then, nodes need 
some knowledge of their 2-hop neighbors and that knowledge is provided for in the present 
scheme. 

Optionally, each node (i) may have a priority bias (PB(i)), and should learn the 
priority biases of the nodes in its 2-hop neighborhood. The priority bias may be used to give 
scheduling priority to important nodes in the network, such as nodes attached to high-speed 
links to the Internet, or to allow nodes to space their transmissions to occur less frequently, 
for example to conserve power. 

For each frame, each node (i) computes its candidate-transmission-slot (CS(i)) by 
using a globally known function (SlotFunc) that accepts the Network Age (NetAge) and a 
node's ID (in the present scheme, each node has a unique node ID and learns the unique node 
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IDs of the nodes in its 2-hop neighborhood; a node's Internet Protocol (IP) and/or MAC 
addresses are examples of unique node ID) as inputs: 

CS(i) = SlotFunc(ID(i), NetAge). 
SlotFunc will produce an integer from 1 to S, where S represents the total number of 
candidate slots per frame (e.g., S may be the number of slots devoted to the transmission of 
control packets where a frame is divided into slots for control packets and slots for data 
packets). This process is illustrated diagrammatically in Figure 5. Optimally, when given a 
varying sampling of inputs a and b, SlotFunc(a, b) will produce a varying (e.g., uniformly 
random) distribution of results varying from 1 to S. However, fast approximations to this 
behavior may result in the best system performance. 

An example SlotFunc(a, b) is an encryption function (such as the Data Encryption 
Standard (DES)), where ID(i), possibly padded to the relevant encryption block size, is the 
data to be "encrypted" and NetAge is treated as the encryption key. The result of the 
"encryption" operation is then truncated to the number of bits needed to identify a slot 
number (assuming the number of slots in a frame (S) is an integer power of 2). Use of 
encryption also allows the Network Age to be concatenated with a secret "Network Code" 
known only by authorized nodes in the network, to help prevent potential intelligent 
interferers or eavesdroppers from being able to synchronize to the scheduling process. Note 
that the Network Code may also be used by other SlotFunc(a, b) methods to randomize the 
scheduling of packets to observers, though possibly in a less theoretically secure fashion. 

Another example SlotFunc(a, b) is a hash function (such as the MD5 hash function). 
With such a process, a and b would be concatenated and then applied to the hash function as 
an input. Again, the lower-bits of the result could be used to determine the result (from 1 to 
S). 
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A third example would tradeoff the ideal qualities of the SlotFunc for speed. For 
instances, a table (PnSlotTable) of F entries, F representing the number of frames per epoch, 
could be loaded with pseudorandom values from 1 to S (again, S is a power of 2) during 
system initialization (or with any entry computed "on-the-fly" as needed). Then, 

SlotFunc (a, b) = (Tranc(a) A PnSlotTable[b]), 
where " A " denotes the exclusive-OR operation, and Trunc (a) truncates "a" to a number from 
1 to S (or exclusive-ORs the higher bits with the lower bits to result in a more random 
truncated result). 

Each node may also compute the candidate-transmission-slot of each of the nodes(j) 
in its 2-hop neighborhood, using their respective node IDs, the globally known Network Age, 
and the same SlotFunc function. 

CS(j) = SlotFunc(ID(j), NetAge) 
Of course, CS(n) (where n is a node number corresponding to the input node ID) will give the 
same result, independent of which node is doing the computation (the local node, or one of 
the nodes in its 2-hop neighborhood). Therefore, each node is able to determine which, if 
any, of the nodes in its 2-hop neighborhood share the same candidate transmission slot. The 
IDs of these nodes are placed into node i's contender Group (CG(i)) for this frame. 

CG(i)={j:CS(i) = CS(j)} 
From the above discussion, it should be apparent that all nodes of the contender group will be 
competing for transmission in the same candidate slot of a particular frame. 

As shown in Figure 6, each node (i) then computes the priority PR(j) of each node in 
its contender group, to determine which node has priority for this frame among these 
contenders, using the node ID, scheduling frame number, and optionally, the node's priority 
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bias, as inputs into a globally known Priority Function (PriorityFunc). If priority biases are 
not used, then PB(j) is set to 0. 

PR(j) = PriorityFunc(ID(j), NetAge) + PB(j) 
A node (i) may consider itself the winner of the contention if PR(i) is greater than any PR(j) 
in the contender group, or if PR(i) is tied for greatest, and would be the greatest if all priority 
biases were 0. In such cases, node i will transmit in slot CS(i). 

The PriorityFunc(a, b) is chosen so that it provides a number that is unique for each 
possible input "a". For example, and similar to the SlotFunc, the PriorityFunc may use an 
encryption algorithm to give a unique priority to each ID(j) input, given the same NetAge 
"key." Another example, also similar to another SlotFunc example, is to use a table 
(PnPriorityTable, which is different than PnSlotTable) of F entries, loaded with 
pseudorandom values covering the range of possible node IDs. Then, 

PriorityFunc(a, b) = (a A PnPriorityTable[b]). 
In other cases, a table may be filled with pseudorandom values and, for each contender for 
the slot, the corresponding index to the table may be found by XORing the MAC address (or 
other ID parameter) of the node with the Network Age, modulo the size of the table. The 
resulting value from the table (i.e., the table entry indexed by the above function) is then the 
initial priority determination. However, it is conceivable that ties could result, so to break 
any ties the MAC address (or other ID parameter) of the node may be XORed with the table 
entry (i.e., the table value retrieved from the above indexing procedure) to produce a second 
priority value and the node with the highest second priority value may be declared the 
winner. 

In some cases, node i will transmit in its candidate-transmission-slot (CS(i)) in the 
current frame if and only if it is the winner in its contender group and if its PR(i) is equal to 
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or greater than a PriorityThreshold. An example PriorityThreshold is the minimum value of 
PriorityFunc(a, b). In this case, the threshold would only affect nodes that have a negative 
PB(i), which may be the case for nodes conserving battery power. As another example, a 
greater value for PriorityThreshold may instead be used to increase the occurrence of slots 
where no node within a 2-hop neighborhood is permitted to transmit, thus freeing up this slot 
for a transmission by new or mobile nodes attempting to join a neighborhood. Also, a set of 
node IDs may be reserved for use by new or mobile nodes on a temporary basis and always 
assumed to be present for the SlotFunc() and PriorityFunc() purposes. 

Assuming all nodes have equal priority for the channel, the probability of a node 
gaining access to the channel for transmission in any given frame (with S candidate slots per 
frame, and a 2-hop neighborhood size of Z, which includes the node itself) has been 
determined to be: 

fs*{ ( 1 \ z ~ 
P S J± 1- 1~ 

\ Z [_ I S J _ 

Each node should have a chance to access the channel at least once within a 
reasonable number of consecutive frames. The probability of a node accessing the channel 
within F frames is then: 

P s (F) = l-{l-Pj 

A question that arises is whether it better to arrange time in short frames with fewer 
candidate slots per frame, or in long frames with many candidate slots per frame but a longer 
time between frames? With this in mind, P S (F) was analyzed with some interesting results. 

In a dense network (where nodes are more likely to be contending for control slots), it 
has been determined that it is generally better to have more slots per frame, and thus, a longer 
time between frames. However, in a sparse network, it has been found to be better to have a 
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small number of slots per frame. For example, for a node with a two-hop neighborhood of 20 
nodes (N = 20), the probability for accessing the channel after a total of 100 slots divided up 
into 1, 2, or 4 frames is as follows: 

100 slots/frame, one frame total, P s (1) = 91.1% 
50 slots/frame, two frames total, P s (2) = 97.1% 
25 slots/frame, four frames total, P s (4) = 99.1% 
So, in this case, scheduling within 25 slots/frame and 4 frames is substantially better than 
using 100 slots/frame and only 1 frame. 

It appears that a good compromise is to design for the numbers of slots per frame 
equal to about Vi to l A the average expected number of two-hop neighbors per node. 
However, the present scheme is quite robust to large variances from this expected density. 

By way of example, consider an implementation where the non-negotiated scheduling 
scheme is used to schedule the transmission of MAC-layer control packets in a network 
where only 10% of a frame time should be devoted to control packet transmission (leaving 
90% for data transmission), four frames are transmitted per epoch, P s (F) should be 
approximately 99%, and each node should be allowed to support 8 neighbors (using power 
control to limit the size of the neighborhood). 

For example, if each node has a 36-node, 2-hop-neighborhood and there are 40 
control-slots per frame (400 total slots per frame), each node has an approximately 99% 
probability of transmitting its MAC-layer control packet within 4 frames. At 500 ji sec/ slot , 
this is 200 msec/frame or 800 msec for 4 frames (for an approximately 99% successful 
control packet transmission per node). 

If these control packets are used to schedule guaranteed slots for the transfer of data 
traffic (i.e., if a frame were divided up into a control portion and a data portion, where the 
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control packets were used to specify which "data slots" were to be used for transmitting 
data), then it would take on the order of 200 (or worst-case, up to around 800) msec per-hop 
in a wireless multihop network with the above characteristics to perform the initial setup of a 
service-sensitive continuous data stream. Alternatively, in a sparse network with an average 
a 10-node 2-hop-neighborhood, 10 control-slots per frame (100 total slots per frame) and 
where each node has a 98.52% probability of transmitting its MAC-layer control packet 
within 4 frames, at 500 \i sec/ slot , this is 50 msec per frame or 200 msec for 4 frames (for 

an approximately 99% successful control packet transmission per node). 

Scheduling of Collision-Free Data Transfers 

In general, the present scheduling methods may be used for scheduling data and/or 
network control packets. In one embodiment, nodes use the non-negotiated scheduling 
methods to schedule the transmission of control packets over a common control channel. 
Depending upon what information may be important within the network, some or all of the 
following types of information may be passed within the control packets: neighbor lists and 
neighbor quality information; link-layer acknowledgments of recent packets from each 
neighbor; and the scheduling information for data packets for subsequent frames. Therefore, 
referring to the example of a control packet 60 depicted in Figure 7, various control packet 
structures may include fields for the Transmitting Node ID 62, the Neighbor Information List 
and Acknowledgments 64, and the Scheduling Information 66. 

Within the neighbor information list and acknowledgment field 64, for each logical 
neighbor node P (accepted by the protocols) the control packet 60 may include a Neighbor 
node ID 68, a Neighbor link quality 70, a Neighbor Local Identifier 72, and acknowledgment 
(Ack.) information 74. For each physical neighbor node that has not (yet) been accepted by 
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the protocols, the control packets may include only the Neighbor node ID 68 and the 
Neighbor link quality 70. 

Thus, one example of the use of the non-negotiated scheduling methods presented 
herein is the scheduling of neighbor management information to be passed between the 
nodes. For example, each node may send a list of the node IDs (e.g., MAC addresses) of its 
current neighbors. This may include those neighbors that have been accepted by the node as 
neighbors to be used for forwarding packets, and others (if any) that have not been accepted, 
but are nevertheless within transmission reach of the node. In addition, included with each 
neighbor node ID may be an indication of the quality that the node has computed for the link 
to this neighbor. Also, a neighbor local identifier may optionally accompany each node ID in 
the list, which is this node's abbreviated representation of the neighbor's node ID, and is 
useful for reducing the size of subsequent, link-specific control packet information 
transmitted by this node. Further, each neighbor node ID may be accompanied by a packet 
acknowledgement information, which provides the success/failure status of some recent 
history of packet receptions (or lack of receptions) at the node from each neighbor. 

By receiving this information from each of its neighbors, a node is able to discover all 
of the physical node IDs in the node's two-hop neighborhood (for use in the above scheduling 
process). Also, receiving this information will allow the node to learn the quality that each of 
its neighbors has computed for the link with this node. This may, in turn, influence the 
quality computed by this node for that link, as well as this node's decision on whether to use 
a particular link for forwarding packets. In addition, each node will learn which recent data 
packets were successfully received, and which others were not (possibly requiring 
retransmission). 
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Moreover, the control packets 70 may specify a schedule list consisting of one or 
more entries Q, and each entry preferably including a sender identifier 76, a receiver 
identifier 78, a slot identifier 80, a channel identifier 82, and a persistence indicator 84. 
Thus, the control packets may provide information to be used by another process to schedule 
corresponding data packets. 

The sender identifier 76 corresponds to a node that is known to be scheduled to 
transmit in the slot and channel specified in the entry. The node sending the control packet 
reports its own scheduled transmissions and the scheduled transmissions from its immediate 
(1-hop) neighbors. 

The receiver identifier 78 corresponds to the receiver that is scheduled to receive the 
transmission from the specified sender. A special identifier (e.g., all Is) may be used to 
designate "all neighbors of the sender," e.g., for broadcast transmissions. The identifier of a 
multicast group may be used to designate "all neighbors participating in multicast group" for 
the case of multicast transmissions. 

The time slot and data channel identifiers 80 and 82 specify the time in a frame and 
channel used at that time for the scheduled data transmission from the specified source to the 
specified receiver or group of receivers. 

The persistence identifier 84 establishes the number of frames beyond the current 
frame for which the transmission is scheduled. 

As indicated above, to reduce the number of bits needed to specify senders or 
receivers in control packets, a node may use local identifiers to denote senders and receivers 
of scheduled transmissions. Because only a portion of the traffic from all nodes traverse the 
neighborhood of a given node, local identifiers can be much smaller than the network-wide 
identifiers needed to denote nodes in the network. Where such local identifiers are used, 
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during network operation a node may send a mapping of node identifiers to local identifiers 
periodically, e.g., one every few control packets. This mapping can be conveyed in different 
ways. For example, a node may transmit a list of the mappings from node identifiers to local 
identifiers for each of its neighbors, including the mappings for intended receivers. 

In other control packets, the scheduling information field 66 may contain a 
Transceiver ID (e.g., in the case of multiple co-located transceivers per node), followed by 
one or more of the above schedule blocks. In addition, a Transmit/Receive flag, and/or a 
Waveform Information field (e.g., where different waveforms for different channels are used) 
may be present. A control packet may contain one schedule information block 66 for each 
transceiver in a node with co-located transceivers and each schedule information block 66 
may contain one or more schedules. 

Discovery & Acceptance of New and Mobile Nodes 

As explained above, the non-negotiated scheduling of control packets in the present 
communications protocol requires that a node know its 2-hop neighbors. When nodes move, 
links and/or nodes fail or new nodes or links are added to the network, the information a node 
has about its 2-hop neighborhood may be incorrect for some time. Because of such 
temporary inaccuracies, more than one node may transmit a control packet in a given control 
slot. To prevent such collisions from occurring indefinitely the present communications 
protocol utilizes a collision-resolution mechanism. 

The collision-resolution mechanism is based on the non-negotiated scheduling 
process described above. Each node listens on all control slots of a frame other than the slot 
over which it determines it should transmit its control packet according to the non-negotiated 
scheduling process. A node is then able to detect that its control packet collided with others 
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or was not received correctly by at least one neighbor when it receives a control packet from 
a neighbor such that the schedule advertised in the control packet conflicts with the schedule 
that the node transmitted in its own control packet. In such cases, the node can use a simple 
deterministic election process to determine which schedule should be the winner, i.e., which 
node should change its own schedule according to the schedule advertised by the other node. 

The simplest such scheme may make the largest (or smallest) identifier of nodes with 
conflicting schedules the winner, or may use the PriorityFunc() described above. 
Accordingly, if a node receives a schedule from another node such that some of the entries in 
the schedule (i.e., proposed slots and channels for sender-receiver pairs) win over sender- 
receiver pairs using the same slots and channels in the schedule currently adopted by the 
receiving node, then the receiving node may modify its own schedule to reflect all the 
winning sender-receiver pairs and transmit a modified schedule in the next control slot that it 
can access according to the non-negotiated scheduling process. In addition, the receiving 
node updates its 2-hop neighborhood state with each control packet it receives, which 
modifies the scheduling of its own control packets according to the non-negotiated 
scheduling process. 

As discussed above, when a node is first initialized or restarted it listens for a period 
of time equal to one or multiple frames over the control channel. During that time, it is able 
to hear the control packets from a few of its neighbors, from which it can establish an initial 
state for its 2-hop neighborhood. If the node does not hear any transmission during the 
initialization period, it transmits a control packet according to the non-negotiated scheduling 
process. A node thus learns about the existence of its 2-hop neighbors from the control 
packets it hears. Continuing collisions of control packets from the same group of nodes are 
avoided, because of the way in which nodes are assigned to control slots. Continuing 
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collisions of data packets are avoided, because eventually all nodes are able to identify their 
2-hop neighbors, send control packets without collisions, and decide the winning schedules 
for data packets using such control packets. 

Thus a communication protocol for wireless networks has been described. The 
5 protocol is robust to mobility or other dynamics, and for scaling to dense networks. In a 
mobile or otherwise dynamic network, it appears that any control-packet collisions will be 
only temporary and fair. That is, during a transient period, if a transmission by a new node X 
in a neighborhood causes a collision with the transmission of another node Y, a potential 
0 subsequent transmission by X will have only an equal probability of colliding with Y's 

fO 10 transmission as with that of any other node in X's new neighborhood. In a dense network, 
fq the network performance degrades gracefully, ensuring that only a certain percentage of the 

hi common channel is consumed with control packets. The denser the network, the longer the 

g access times for nodes to make data scheduling changes. However, the overall network 

PL; capacity remains constant. Moreover, because the integrated protocol allows packets (e.g., 

jj 15 data scheduling control packets) to be scheduled in a collision-free and predictable manner 
J (known to all neighbors), multicast packets can be reliably scheduled, as well as streams of 

delay- or delay-jitter-sensitive traffic. Further, using an optional secret network code, e.g., 
known only to authorized nodes in the network, the scheduling of control packets can appear 
to observers to be randomized - a useful security feature in some environments. 
20 Although the foregoing description and accompanying figures discuss and illustrate 

specific embodiments, it should be appreciated that the present invention is to be measured 
only in terms of the claims that follow. 
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Claims 



What is claimed is: 

1 1 . A method, comprising activating a node of a computer network such that the node 

2 first attempts to establish contact with other nodes that may exist within the computer 

3 network and, if unsuccessful in doing so, then establishes itself as a single node 

4 network. 

1 2. The method of claim 1 wherein the node first attempts to establish contact with the 

2 other nodes by cycling through a set of one or more common channels for 

3 communication within the computer network, at each channel attempting to establish 

4 contact by transmitting a request packet thereon. 

1 3. The method of claim 2 wherein after transmitting a request packet on one of the 

2 common channels, the node listens for a response packet before proceeding to a next 

3 one of the common channels. 

1 4. The method of claim 2 wherein the one or more common channels are wireless 

2 communication channels. 

1 5. The method of claim 3 wherein upon receiving a response packet from one of the 

2 other nodes, the node enters a synchronization mode and joins the computer network. 

1 6. The method of claim 5 wherein the response packet includes a parameter specifying 

2 time within the computer network. 
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The method of claim 5 wherein the response packet further includes a code 
identifying the network. 

The method of claim 7 wherein the code identifying the network is first included in 
the request packet. 

The method of claim 1 wherein while the node is established as a single node 
network, the node listens for attempts by further nodes to join a network. 

The method of claim 9 wherein upon detecting one or more attempts by the further 
nodes to join a network, the node transmits a response thereto. 

The method of claim 10 wherein the response includes an indication of time within 
the single node network. 

The method of claim 1 1 wherein the response further includes a network code. 

A method, comprising: 

receiving, at a first node of a computer network, an indication of time within 
the computer network according to a second node of the computer network; and 

determining whether to adjust the time at the first node according to whether 
the indication of time received from the second node is younger or older than the time 
at the first node. 

The method of claim 13 wherein the time at the first node is only adjusted if the 
indication of time received from the second node is older than the time at the first 
node. 
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1 15. The method of claim 14 wherein the indication of time received from the second node 

2 is augmented for delays within the computer network before determining whether to 

3 adjust time at the first node, 

1 16. The method of claim 15 wherein if the indication of time received from the second 

2 node differs from the time at the first node by more than a predetermined threshold 

3 amount, the first node determines whether the first node or the second node has 

4 priority over the other and adjusts the time at the first node only if the second node 

5 has priority. 

1 17. The method of claim 16 wherein the first node first transmits a Transition Request 

2 packet before adjusting the time at the first node. 

1 18. The method of claim 17 wherein nodes synchronized with the first node receive the 

2 Transition Request packet from the first node and adjust corresponding local times 

3 according to a time specified in the Transition Request packet. 

1 19. A method, comprising computing a transmission time for a packet from a first node of 

2 a computer network according to the identification of the node and the age of the 

3 network. 

1 20. The method of claim 19 wherein the age of the network comprises an indication of 

2 the network age up to the start of a current frame within which the packet is to be 

3 transmitted. 

4 21. The method of claim 20 wherein the packet comprises a network control packet. 
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1 22. The method of claim 20 wherein the computing is performed using a function that 

2 provides a varying distribution of results for varying inputs of the identification of the 

3 first node and the age of the network, the results ranging from a minimum to a 

4 maximum representing a number of transmission slots per frame within which the 

5 control packet may be transmitted. 

1 23. The method of claim 22 wherein the function comprises an encryption function. 

1 24. The method of claim 22 wherein the function comprises a hash function. 

1 25. The method of claim 24 wherein the hash function comprises the MD5 hash function. 

1 26. The method of claim 20 wherein the computing is performed using a table of entries 

2 of pseudorandom values. 

1 27. The method of claim 26 wherein the pseudorandom values represent transmission 

2 slots within the frame within which the control packet may be transmitted. 

1 28. The method of claim 20 further comprising computing, at the first node, transmission 

2 times for other nodes of the computer network. 

1 29. The method of claim 28 wherein computing transmission times for the other nodes is 

2 performed using unique identifiers for each of the other nodes and the network age. 

1 30. The method of claim 29 wherein computing transmission times for the other nodes is 

2 accomplished using a function that is also used for computing the transmission time 

3 for the first node. 
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The method of claim 30 wherein the other nodes are all within a two-hop 
neighborhood of the first node in the computer network. 

The method of claim 31 wherein the first node resolves contentions for transmission 
times between itself and any of the other nodes according to a priority determination. 

The method of claim 32 wherein the priority determination is made using a function 
that provides a unique output for varying identification and network age inputs. 

The method of claim 33 wherein the function comprises an encryption algorithm. 

The method of claim 33 wherein the function comprises a table look-up. 

The method of claim 33 wherein the priority determination is further made using a 
priority bias associated with each of the nodes. 

The method of claim 36 wherein the first node transmits at the transmission time if it 
is determined to have priority over the other nodes. 

The method of claim 37 wherein the first node transmits at the transmission time if it 
further has priority exceeding a priority threshold. 

The method of claim 33 wherein the first node transmits at the transmission time if it 
is determined to have priority over the other nodes. 

The method of claim 39 wherein the first node transmits at the transmission time if it 
further has priority exceeding a priority threshold. 
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The method of claim 21 wherein the control packet advertises a schedule for a data 
transmission. 

The method of claim 41 wherein the schedule includes an identification of one or 
more nodes to receive the data transmission. 

The method of claim 42 wherein the schedule further includes a data transmission 
time. 

The method of claim 43 wherein the schedule further includes a data transmission 
channel. 

The method of claim 41 wherein the schedule includes a persistence indicator. 

The method of claim 42 wherein the nodes to receive the data transmission are 
identified by local identifiers being smaller than network identifiers associated with 
the nodes. 

The method of claim 46 wherein the first node transmits a mapping of the local 
identifiers to the network identifiers within the network. 

The method of claim 41 wherein the control packet includes acknowledgement 
information to schedules transmitted by one or more other nodes of the network. 

The method of claim 32 wherein the priority determination is made using a table of 
pseudorandom values. 
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1 50. The method of claim 49 wherein the table of pseudorandom values is indexed by a 

2 value derived from a media access control layer address of the first node to retrieve an 

3 entry corresponding to a first priority determination. 

1 51. The method of claim 50 wherein the first priority determination is checked by 

2 logically combining the media access control layer address of the first node with the 

3 entry corresponding to the first priority determination to resolve conflicts. 

1 52. A method, comprising using a topology-independent scheduling procedure to 

2 determine candidate packet transmission times within a computer network for the 

3 transmission of packets therein and a topology-dependent scheduling procedure to 

4 avoid collisions in contended time periods. 

1 53. The method of claim 52 wherein the topology-independent scheduling procedure 

2 utilizes an age of the network and unique identifiers for each node of the network to 

3 determine the candidate transmission times for each of the nodes. 

1 54. The method of claim 53 wherein the topology-independent scheduling procedure 

2 computes the candidate transmission times for each of the nodes using a function that 

3 provides a varying distribution of outputs for a varying sampling of inputs. 

1 55. The method of claim 54 wherein the function comprises at least one of a hash 

2 function, an encryption function or a table look-up operation. 
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The method of claim 54 wherein conflicts for the candidate transmission times for 
each of the nodes are resolved according to a priority associated with each of the 
nodes. 

The method of claim 56 wherein the priority for each of the nodes is determined 
according to a function that provides a unique output for each set of inputs. 

The method of claim 57 wherein the function that provides a unique output for each 
set of inputs comprises at least one of an encryption function, a hash function or a 
table look-up operation. 

The method of claim 57 wherein the inputs to the function that provides a unique 
output for each set of inputs comprise one or more of a unique identifier associated 
with each node, a scheduling frame number for the network, and a priority bias for 
each node. 
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Abstract 

A communication protocol that provides link-level and media access control (MAC) 
level functions for wireless (e.g., ad-hoc) networks and is robust to mobility or other 
dynamics, and for scaling to dense networks. In a mobile or otherwise dynamic network, any 
control-packet collisions will be only temporary and fair. In a dense network, the network 
performance degrades gracefully, ensuring that only a certain percentage of the common 
channel is consumed with control packets. The integrated protocol allows packets (e.g., data 
scheduling control packets) to be scheduled in a collision-free and predictable manner 
(known to all neighbors), multicast packets can be reliably scheduled, as well as streams of 
delay- or delay-jitter-sensitive traffic. Further, using an optional network code, the 
scheduling of control packets can appear to observers to be randomized. 
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